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Checksums
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“The Checksum field is the 16 bit one’s complement of the

one’s complement sum of all 16 bit words...” - RFC791
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Internet Checksums (2)
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Internet Checksums (3)

00 01 F2 03 F4 F5 F6 F7 00 00
0001 0001
Partial sum F203 Partial sum F203
F204 F204
F204 F204
Partial sum F4F5 Partial sum F4F5
1E6F9 1E6F9
E6F9 E6F9
Carry 1 Carry 1
E6FA E6FA
E6FA E6FA
Partial sum F6F7 Partial sum F6F7
1DDF1 IDDFI1
DDFI1 DDF1
Carry 1 Carry 1
DDF2 DDF2
DDF2
Ones complement of the result 220D Partial sum 220D
FFFF

(a) Checksum calculation by sender
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(b) Checksum verification by receiver
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Internet Checksums (4)
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Internet Checksums (5)
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Internet Checksums (6)
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Cyclic Redundancy Check (CRC)
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Cyclic Redundancy Check (CRC)
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mod(21+3)=0 mod(20+3)=2
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CRCs (2)
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CRCs (3)
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Data Bits:
1101011111
Check Bits:
X%+ X +1
C =10011
K=4
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CRCs (4)

10011/11010111110000
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11110
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11010
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0010

1001111010111110010
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CRCs (5)

Standard CRC-32 15 100000100110000010001110110110111
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